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Gaia OS Processes cpwd-managed prid_wd-managed Firewall Kernel

pm confd searchd clishd clish routed httpd2 cpwd cpd cprid_wd Kissd
Gaia Clish CLI interface ‘Generic process/container for
Desc: Gl 0S Process Manager (binom). Controls || pogc:  atabase and confguraton. Desc:  Search indexing daemon. Desc:  gonea ot Desc:  Saia lish CLL nteface process - Desc:  Routing daemon. Desc:  Web server daerton (Gaia Portal). Desc: 0 P oo Desc:  Creee Flntavies: 16 ana Desc:  |VeichBog for heck Point Romote Desc:  KISS - used or kemel memory
- pm Dep:  pm Dep:  pm Dep:  pm, clishd Dep:  pm Dep:  pm Dep: - Dep:  cpwd Dep: - -
Ivarflogimessages Ivarflogimessages Log:  ivarflogimessages Log:  ivarflogimessages Log:  ivarflogimessages Log:  ivarflogitouted.iog + routed_messages | [ Log:  varfoghtipd2_eror log + hitpd2_sccess log Log:  SCPDIRfogicpwd.elg Log:  SCPDIR/loglepd.elg Log:  SCPDIR/log/cprid_wd.elg -
- tellpm process:confd Stop: tellpm process:searchd Stop: tellpm process:clishd Stop: tellpm process:clish Stop: tellpm process:routed Stop: tellpm process:httpd2 Stop:  cpwd_admin killor cpstop Stop:  cpstop Stop:  SCPDIRMin/cpridstop B
- : tellom process:confd t Start: tellpm process:searchd t Start: tellpm process:clishd t Start:  tellpm process:clish t Start:  tellpm process:routed t Start:  tellpm process:httpd2 t Start:  SCPDIR/bin/cpwd or cpstart Start:  cpstart Start:  SCPDIR/bin/cpridstart -
Debug: _sk97638 Debug: _sk97638 Debug: sk97638 Debug: sk97638 Debug: _sk106938 Debug: _sk84520, k101399, sk92598 Debug: _sk84561 Debug: sk97638 Debug: _sk86320 Debug: 597638 sko7638
monitord reonfd cloningd dynamic_server mpdaemon msgd fwd cprid
Dedicated 4aemon 70( Chsck Point Gateway logging, child-process. Chsck Poml Remote Installation
. . . Dynamic Server daemon for “The mpdaemon process is responsible for . .
Desc:  Hardware monitoring daemon, Provisioning daemon. Desc:  Gaia Cloning Groups daemon. Desc: Qe e one sk194112 e e e St o Desc:  inerprocess Desc:  spawning polcyinatal ammon 8 okage dtibuon to
Dep:  pm Dep:  pm, confd Dep:  pm Dep:  pm Dep: - cpwd Dep:  cpwd Dep: id_w
- : - - o " SCPDIRIogimpdasmon.eig, SCPDIRMog/ - -
Log:  varllogimessages Log:  Ivarllog/messages Log:  Ivarllogimessages Log:  Ivarflog/dynamicClilog Log:  SerDRcs SCPDIR/og/msgd.elg Log:  SFWDIR/log/fwd.elg Log: SCPDIR/\ug/cpnd.elg
Stop:  tellpm process:monitord Stop: tellpm process:rconfd Stop: tellpm process:cloningd Stop: tellpm process:dynamic_server Stop:  mpclient stopall msg_admin stop Stop:  cpstop Stop:  SCPDIR/bin/cpridstop
Start:  tellpm process:monitord t Start: tellpm process:rconfd t Start: tellpm process:cloningd t Start: tellpm process:dynamic_server t Start:  sk97638 cpstart Start:  cpstart Start:  SCPDIRMin/cpridstart
Debug: _sk97638 Debug: _sk97638 Debug: _sk97638 Debug: _sk97638 Debug: _sk87920 sko7638 Debug: _sk86321 Debug: _sk41793
Gaia, Linux and Gaia Upgrade
dhepd snmpd xpand sshd syslogd DAService AutoUpdater cplp
Configuration daemon that 'SSH daemon. Config: R81+: /etc/ssh/ PLP ti i i
Desc:  DHCP server dasmon Desc:  SNMP (Linux) daemon. Desc:  processes and valates user Desc:  templatosisshd_config.tompl + Toin/ Desc:  Syslog (Linux) daemon Engie R e Series Desc:  AuloUpdater  rosponsible for Dosc:  Gses arlcel winermbiies immaditol by
configuration requests. sshd_template_xlate < /configiactive i ipdat applying fixes directly in the mer ,Y o ,W..,.g
- Dep: - Dep: - - Dep: - Dep: - Dep:  Brocesses. (cplplist oplp status —al)
Ivarflogimessages Log:  Marllogimessages Log:  ivarllogimessages Nartoglaut; Log: Log: +DA_Uliog SAUTOUPDATERDIR/AutoUpdaterlog | | Log: patch_name> json
set dhep server disable Stop:  set snmp agent off Stop: - Stop:  service sshd stop Stop:  service syslog stop Stop:  SDADIRIbin/dastop: dbget nstll.. Stop:  AutoUpdaterWDUnReg.sh; auo... Stop: -
set dhcp server enable Star set snmp agent on Start: - Start: service sshd start Start: service syslog start Start: $DADIR/bin/dastart; dbget install Start: AutoUpdaterWDReg.sh Start: -
Debug: _sk97638 Dobug: _sk56783 Debug: _sk97638 Debug: _sk97638 Debug: _sk108421 Debug: _sk92449 Debug: _sk97638 Dobug: _sk185114, k175504

Security Gateway Software Blades

Firewall Blade IPSec VPN Blade Mobile Access Blade Identity Awareness Blade

fwd uprd vpnd iked cced cvpnd MoveFileServer Pinger CvpnUMD httpd pepd pdpd
This process exists starting from R81.10+ The single vpnd daemon handles R81.20+ Multiple iked daemons (iked0, iked1, R81.10+ The single cocd daemon is. Move files between cluster Policy Enforcement Point (PEP) daemon: Policy Decision Point (PDP) gaemon: Acqmrmg
Desc: Logging - Spawmng child Desc:  the R82 version. Unified Poli Desc:  these VPN connections: Multi-Portal (SSL/ Desc:  and so on) handle these VPN connections:IKE Desc:  responsible for the Client Communication Desc:  §ack-end daemon °’ “‘s Mobile Desc:  members to perform database Desc:  Reduces the number of hito: Desc:  Reports SNMP connected users to Desc:  Front-end daemon of the Mobile Desc:  Receiving identities via identity sharing, Desc: identities from identity sources, Shari
processes (69, vpnd) Report Daemon < TLS), non-IKE Remote Access ¢ Remote A/!mess, IKE Site-to-Site, DAIP-GW's ERbomal (GES) prototal, whi, TLS tayar Access Softwara Blad Snaonaaton Processas that perform A“‘”‘\gY"C AMON. Access Software Blade (muki-processes) Redociog Leers to Captug B dontiios wi other Soourty Gateways
- Dep: - Dep:  fwd - - - - Dep: - - Dep: - - Dep: -
SFWDIR/log/fwd.elg Log:  SFWDIR/log/uprd.elg Log:  STuiBRcahen N S NDIRogTkedr elg” + iked" kevtrace” + SFWDIR/log/cocd.elg $CVPNDIR/loglcvpnd.elg SCVPNDIR/log/MFServer.log Log:  $CVPNDIR/log/Pinger.log $CVPNDIR/log/CvpnUMD.log Log:  SCVPNDIR/loghttpd log SFWDIR/log/pepd.elg Log:  SFWDIR/log/pdpd.elg
cpstop Stop:  cpstop Stop:  cpstop pstop cpstop cvpnstop cvpnstop cvpnstop cvpnstop Stop:  cvpnstop cpstop (this will stop entire Gate... Stop:  cpstop (this will stop entire Gate...
: cpstart Start:  cpstart : opstart : cpstart cpstart cvpnstart cvpnstart : ovpnstart cvpnstart Start:  cvpnstart cpstart cpstart
Debug: _sk86321 Debug: _sk97638 $k180488, k89940 Debug: _sk180488, k89940 k97638 k104577, sk99053 k97638 Debug: _sk104577 k97638 k104577, sk99053 k97638 k97638
probemond fwpushd postgres. dbwriter cvpnproc MoveFileDemuxer
R82+ Advanced mom(orm%ﬂol VPN tunnels Mobile Access Push Nolwﬁcaﬂons PostgreSQL server. Used by Offloads database commands from Offloads blocking commands from Related to MoveFMeServer pmcess
Desc: usm,? HTTPS, or ICMP probing of the Desc:  daemon man s controlled by Desc:  Remote Access Session Visibility Desc:  cvpnd (to prevent lock Desc:  cvpnd (to prevent nocks) Example: Desc:  (moving files.
configured deslmal tions. "fwpush"” command. and Management Utility. synchronize with o(her memben Sending DynamiciD. members to perform da has
fwd - Dep:  cvpnd Dep:  MoveFileServer, movefileserver
’F"j,/f,l"f,’,',"i’yg""='“°”“ elg, lvarhmp! $FWDIR/log/fwpushd.elg - $CVPNDIR/log/dbuwriter.elg Log:  $CVPNDIR/og/cvpnproc.elg Log:  SCVPNDIR/log/MFDemux.log
probemon stop cpstop cpstop cvpnstop Stop:  cupnstop Stop:  ovpnstop
probemon start cpstart cpstart cvpnstart Start:  cvpnstart Start:  cvpnstart
sk97638 k97638 k93970 k97638 Debug: _sk104577 Debug: _sk97638
DLP Blade and Content Awareness Blade (sk73660) Threat Emulation / Threat Prevention
fwdip cp_file_convert dip_fingerprint cserver ted scanengine_s dipu usrchkd usrchk scanengine_b
DLP Blade and Content Awaroncss Bade, Identifes the data according to a unique Threat Emulation daemon engine - Main UserCheck daemon, which deals with The CLI client for the UserCheck daemon
Desc: 11 s the DLP core engine that performs the | | pggc:  converts various file formats o simple textual | | Dese:  signature known as a hgomrn; sored n your | | Dese: his Chesk Server efther stops or processes Dosc:  fospansini for erauiaing fies ahd Desc:  Third-party engine. Desc:  DLFprocess  receives data from Desc:  UserCheck requests (from CLI/from the user) | | Desc:  USRCHKD (this process runs only whenitis Desc:  Third-party engine.
g/ Inepa format for scanning by TP an by CA repository. Communication with the gioud. urity y that are sent from the UserCheck Web Portal. called explicily).
- . . fwd . .
§n‘(vfn‘7§7§m§ g g dpeis SFWDIR/loglcp._file_convertd.elg - SFWDIR/log/cserver.elg SFWDIR/loglted.elg SFWDIR/log/sopadvisor.elg SFWDIR/log/dipu.elg SFWDIR/loglusrchkd.elg SFWDIR/loglusrchk elg SFWDIR/log/bdadvisor.elg
opstop opstop cpstop cpstop cpstop cpstop cpstop - cpstop
cpstart : cpstart cpstart . cpstart cpstart : cpstart cpstart cpstart start: - cpstart
k73660, sk60388 Debug: _sk73660 k97638 Debug: _sk73660 k97638 Debug: _sk97638 5k73660 k97638 Debug: _sk97638 k97638
dipu fwucd usrchkd usrchk scanengine_k tp_conf_service tpd
In the DLP Blade and in the Content In the DLP Blade, this is the UserCheck back- This is the main UserCheck daemon, which This is the CLI client for the UserCheck Service for Threat Prevention Threat Prevention Daemon - communicates
Desc:  Awareness Blade, receives data from the Desc:  end daemon (hal sends approval / disapproval Desc:  deals with UserCheck requesls lhal are sent Desc:  daemon USRCHKD (this process runs only Desc:  Third-party engine. Desc:  Sof nware B\ad les R8040+ for updatable Desc: Wvlh the kemel and deals with User Space
Check Point kemel. requests to from the UserCheck Web Portal henitls cated explicitly). configu ks R80.40+.
- Dep: - Dep: - Dep: - - Dep: -
SFWDIR/log/dipu.elg Log:  SFWDIR/log/fwucd.elg SFWDIR/loglusrchkd.elg Log:  SFWDIRfloglusrchk.elg Log:  SFWDIR/log/kavadvisor.elg SFWDIRflogltp_conf.elg Log:  SFWDIR/log/tpd.elg
Stop:  cpstop Stop:  cpstop Stop:  cpstop Stop: - Stop:  cpstop Stop:  cpstop Stop:  cpstop
Start: cpstart Start: cpstart Start: cpstart Start: - Start: cpstart Start: cpstart Configuration File $FWDI... Start: cpstart
Debug: k73660 Debug: k73660, sk60388 Debug: _sko7638 Debug: _sko7638 Debug: _sko7638 Debug: _sko7638 Debug: _sko7638
Threat Extraction Blade Zero Phishing Blade IPS Blade URL Filtering Blade Application Control Blade
scrub scrubd scrub_cp_file_convertd in.emaild.mta 2zphd usercheckportal_php in.geod rad usrchkd usrchk rad
onverts various file formats to E-Mail Securi Sewer that Main Zero Phishing daemon:Gets answers o et i ot e, Main UserCheck daemon, which deals with The CLI client for the UserCheck daemon Resource Advisor - responsible for
Desc:  Main Gl process for Threat Desc:  Main Threat Extraction daemon. Desc:  simple textual format for scanning Desc:  racapes Sl sans by usar and Desc:  ffom the Gheck Pont cioud, Determines the Desc:  UserCheck Web Portal. Desc:  gpdates the IPS Geo Protection Desc:  Jotection of Social Network widgets, The e, | | Dese:  UserCheck requests (rom CLI  from the usen) || Desc:  USRCHKD (s process runs only whantis Desc:  the detection of Social Network
e Threat Extraction engine. s e o thelr destinatone, final counter-action taken when encountering... - RO R A 3 that are sent from the UserCheck Web Portal Saind ‘explicitly). widgets. The detection is done vi...
SFWDIR/log/scrubd.el Do SFWDIRIogisorubd.ol s o P Deme 3 P Do Do
+ +
Wubd_mgg::g;‘;s ;gcgmb_p,g log Log: Wubd_mgg::g";s fsgwb_p,g log SFWDIR/bin/cp_file_convert Log:  SFWDIR/binffwssd $FWDIR/log/zphd.elg Log:  lopt/CPUserCheckPortalllog/zph $FWDIR/log/geod.elg $FWDIR/log/rad.elg SFWDIR/log/usrchkd.elg Log:  SFWDIR/loglusrchk.elg Applicati... Log:  SFWDIR/log/rad.elg
cpstop’ Stop:  cpstop. cpstop. Stop: cpstop Stop:  cpstop kill -KILL $(pidof in.geod) rad_admin stop or cpstop cpstop. ;- :  rad_admin stop or cpstop
it opstart Start:  cpstart opstart Start:  cpstart : cpstart Start:  cpstart After killd, it wilbe restaried automaticaly rad_admin start or cpstart cpstart - rad_admin start or cpstart
Debug: _sk97638 Debug: _sk97638 sk97638 Debug: _sk139892 Debug: _sk97638 Debug: _sk97638 Debug: 5102329 k92743 k97638 Debug: _sk97638 Debug: _sk92743
usrchkd usrchk
Main UserCheck daemon, which deals with The CLI client for the UserCheck
Desc:  UserCheck requests (from CLI/ from the user) daemon USRCHI D this his process
that are sent from the UserCheck Web Portal. runs only when
fwd Dep:
SFWDIR/log/usrchkd.elg Log SFWDIR/loglusrchk.elg
p:  cpstop Stop: -
Start: cpstart Start: -
Debug: _sk97638 Debug: _sk97638
Anti-Bot Blade Anti-Virus Blade Anti-Spam Blade Monitoring Blade
in.acapd rad usrchkd in.acapd in.emaild.mta in.emaild.smtp in.emaild.pop3 in.emaild.smtp in.msd ctasd rtmd cpstat_monitor
R e hghonei i 1ol e Main UserCheck daemon, which deals with EMail Securty Server that receives e-mails SMTP Security Server that recelves e-mails SMTP Securlty Server that receives e-malls
. Daemon that captures packets to download the . detection of Social Networ . . Daemon that captures packets to download the . y . . POP3 Security Server that receives e-mails. . . Mail Security Daemon that queries the . . . Process is responsible for collecting and
Desc:  poe o mple rom logs. Desc: detcton s don ?, QE: o fmﬁ, ﬁ:whase‘ Desc:  UserCheck requesis e(valo;;\ G from the user) Desc: oot cample fom loge. Desc:  sent by user and sends them to ther Desc:  sent by user and sends them to their Desc:  (oibyuser Desc:  sent by user and sends them to their Desc: o o koo Desc:  Commtouch Anti-Spam daemon. Desc:  Real Time trafic statistics. Desc:  Looams information (6 Smanview Montior.
Dep: - Dep: - Dep: - Dop: - Dop: - Dop: - - Dep: - Dep: - - Dep: -
Lo SFWDIR/log/acapd.elg Log:  SFWDIR/log/rad elg SFWDIR/loglusrchkd.elg Log:  $FWDIR/log/acapd.elg Log:  $FWDIR/log/emaild mta.elg Log:  $FWDIR/log/emaild.smtp.elg Log:  $FWDIR/log/emaild pop3.elg SFWDIR/loglemaild.smtp.elg Log:  $FWDIR/log/msd.elg Log: - SFWDIR/log/tmd.elg Log:  SFWDIR/logicpstat_monitor.elg
Stop:  cpstop Stop:  rad_admin stop or cpstop opstop cpstop Stop:  cpstop Stop:  cpstop Stop:  cpstop cpstop Stop:  cpstop Stop:  cpstop rtmstop Stop:  cpwd_admin stop -name CPSM
Start:  cpstart Start:  rad_admin start or cpstart cpstart cpstart Start:  cpstart Start:  cpstart Start:  cpstart cpstart Start:  cpstart Start:  cpstart rtmstart Start:  -> sk9763;
Debug: k108179 Debug: _sk92264 araress k108179 Debug: _sk60387 Debug: _sk60387 Debug: _sk97638 5k60387 Debug: k92264 Debug: _sk97638 Debug: _sk97638 Debug: k108177
usrchk dipu rad usrchkd usrchk
The CLI client for the UserCheck daemon Nephonene 1 I Main UserCheck daemon, which deals with
Desc:  USRGHKD (lhs process nuns only whon /s Dosc:  QLP pocess - receies datafom e Securty | | g, deleclon of Socal Netwarwsd 0is e o || Dese:  UserGhock raquosts (tom GLIfom ihe user) | | Desc:  The CLIlen fo the UserCheck daomon Desc:  Commiouch IP Reputation dasmon
called expiicitly). Y that are sent from the UserCheck Web Portal. USRCHKD (his process runs only when itis
hich denifies URLS 5 applcations. cal\ed expiiilly)
SFWDIR/loglusrchk.elg Anti-Viru.. SFWDIR/log/dlpu.elg SFWDIR/ogirad ¢lg SFWDIR/loglusrchkd.elg SFWDIR/loglusrchk elg Anti-Spa... -
- cpstop rad_admin stop or cpstop cpstop - cpstop
- cpstart rad_admin start or cpstart cpstart - cpstart
n-hug sk97638 k73660 k92264 Debug: _sk97638 k97638 k97638
HTTPS Inspection HTTP/HTTPS Proxy ClusterXL
wstlsd pkxid wsdnsd cphamcset cphaprob cphaconf cphastart sxl_statd dsd CPUS_USGS sdwan_steering
BNS Resolyer used for rosoing al Domain Clustoring daomon responsble for oporin Process that lsts the state of cluster members, Cluster configuration process - nstalls the Dynamic Balancing daemon - responsible for Special task in the Check Point WatchDog on a
Desc:  Handlos SSL handshake for HTTPS Inspocted Ferorms asymmetric key opsrations for Desc:  Objects Tip! The process s stad a Desc:  sockets on e NICs 1o llow ther (o pass | | Desc:  cluster nterfaces and Crivcal Devices Desc:  cluster configuration nio Check Pomt kemel on | | Desc:  Strts the cluster and state synchronization. Desc:  paemon that calects statistcs information fom Desc: dyynam\ca\lé U,ust?ng CorexLISND for Desc:  Sealable latorm Securly Group n the J5X Sy abaou; eering process (see
stopped during policy installation. Thlicast rafic (CCP) to the machine. (Pnotes), cluster members. L optimized CPU resources allocation R80.40+ mode (Maestro and Chassis) in R81.20+
- Dep: - - Dep: - - - - Dep: - Dep: - Dep: - Dep: -
SFWDIR/log/wstisd elg Log: - SFWDIR/log/wsdnsd.elg Log:  $FWDIRflog/cphameset.elg SFWDIR/log/cphacont.elg SFWDIR/log/cphastart elg Log: - Log:  SFWIDR/log/dsd.elg Log:  usriscripts/get cpus_usagesigel_cpus usages Log:  SFWDIR/log/sdwan_steering.elg
cpstop. Stop:  cpstop. Stop:  cpwd_admin stop -name WSDN Stop:  cphastop Stop: - - Stop: - Stop:  cpwd_admin stop -name SXL_S.... Stop: - Stop:  service get_cpus_usages stop : sk97638, sk180605
opstart Start:  cpstart Start:  cpwd_admin start -name WSDN.. Start:  cphastart start: - - start: - Start:  cpwd_admin start -name SXL Start: - Start:  service get_cpus_usages start k97638, sk180605
sk105559 Debug: _sk97638 Debug: k106443 Debug: _sk97638 Debug: _sk97638 k97638 Debug: _sk39842 Debug: _sk97638 Debug: _sk97638 Debug: _sk97638 k97638
cphastop cxid
Desc:  Stops the cluster and state synchronization. Desc:  Runs the cluster Full Sync R81+.
- SFWDIR/log/cxid.elg
- cpstop
- cpstart
k97638 k97638




